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5) 1111 Claim(s) is/are allowed. 
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/)□ Claim(s) is/are objected to. 

8) 0 Claim(s) are subject to restriction and/or election requirement. 
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DETAILED ACTION 

1 . Currently pending claims are 1 - 6 and 8-11. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1 .1 14, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is eligible 
for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) has 

been timely paid, the finality of the previous Office action has been withdrawn pursuant to 37 
CFR 1.114. Applicant's submission filed on 2/13/2008 has been entered. 

Response to Arguments 

3. Applicant's arguments with respect to the subject matter of the instant claims have been 
fully considered but are not persuasive. 

As per claim 8, Applicant alleges that "Furukawa is not related to the control of motor 
vehicle components". Examiner respectfully disagrees because Applicant's argument has no 
merit since the alleged limitation motor vehicle controller has not been recited into the body of 
claim limitations of claims 1 and 8. In response to applicant's arguments, the claim amendment 
of claim 8 (& claim 1 with the same reason) has not been given patentable weight because the 
recitation occurs in the preamble. A preamble is generally not accorded any patentable weight 
where it merely recites the purpose of a process or the intended use of a structure, and where 
the body of the claim does not depend on the preamble for completeness but, instead, the 
process steps or structural limitations are able to stand alone. See In re Hirao, 535 F.2d 67, 
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190 USPQ 15 (CCPA 1976) and Kropa v. Robie, 187 F.2d 150, 152, 88 USPQ 478, 481 (CCPA 
1951). 

Claim Objections 

4. Claim 8 is objected to because of the following informalities: "said device" should be 

replaced with "said controller". Appropriate correction(s) is (are) required. 

Any other claims not addressed (are objected) by virtue of their dependency should also 
be corrected. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his Invention. 

5. Claim 1 is indefinite because the claim language "with similar encrypted data" is not 
clear regarding what exactly to constitute the degree of the similarity and thereby rendering the 
scope of the claim(s) unascertainable. Any other claims not addressed (are objected) by virtue 
of their dependency should also be corrected. 

The following is a quotation of the f/rsf paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using It, In such full, clear, concise, and exact terms as to enable any person skilled In the 
art to which It pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the Inventor of carrying out his Invention. 

6. Claim 1 is rejected under 35 U.S.C. 112, first paragraph. Examiner notes the new matter 
of "comparison of said encrypted data with similar encrypted data in an internal memory of said 
microprocessor", which was added into the claim limitation in the amendment filed on 2/13/2008 
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as failing to comply with the written description requirement. The claim(s) contains subject 
matter which was not described in the specification - according to the disclosure of instant 
specification, the comparison value is checked against the decrypted reference value (SPEC: 
Page 7, 3'^ Para / Line 8-9) instead of checking against the encrypted value as recited in the 
claim. Any other claims not addressed (are objected) by virtue of their dependency should also 
be corrected. 

Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that forms the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by another filed in the 
United States before the invention by the applicant for patent or (2) a patent granted on an application for patent by 
another filed in the United States before the invention by the applicant for patent, except that an international application 
filed under the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an application filed 
in the United States only if the international application designated the United States and was published under Article 
21(2) of such treaty in the English language. 

7. Claim 8 is rejected under 35 U.S.C. 102(e) as being anticipated by Dabbish et al. (U.S. 
Patent 7,137,001). 

As per claim 8, Dabbish teaches a method for protecting against tampering with a motor 
vehicle controller (Dabbish: Column 1 Line 55 - 57), said device comprising plurality of 
components, each component associated with an identifier (Dabbish: Column 5 Line 20 - 55), 
said method comprising: 

reading an identifier associated with one of said plurality of components (Dabbish: 
Column 7 Line 45 / Line 58 - 61 / Line 65 - 67: authentic component is associated with a 
security key); 
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generating a decryption key from said at least one identifier (Dabbish: Column 8 Line 5 - 
17 and Column 12 Line 39 - 47: authentic component is associated with a certificate public key 
that is used to decrypt the encrypted data); 

decrypting data stored in a memory unit with said key; and comparing said decrypted 
data with stored data (Dabbish: Column 8 Line 5-17 and Column 12 Line 39 - 47: authentic 
component is associated with a certificate public key that is used to decrypt the encrypted data). 

8. Claims 8, 9 and 1 1 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Furukawa (U.S. Patent 6,526,171). 

As per claim 8, Furukawa teaches a method for protecting against tampering with a 
motor vehicle controller, said device comprising plurality of components, each component 
associated with an identifier (Furukawa : Column 5 Line 20 - 24 and Column 13 Line 6-13: 
each data image object, assigned with an ID, stored in the memory of an image processing 
apparatus is considered as an component / element of the system), said method comprising: 

reading an identifier associated with one of said plurality of components (Furukawa : 
Column 5 Line 20 - 24 / Line 51 - 52: using a ID as a seed of an encryption / decryption key); 

generating a decryption key from said at least one identifier (Furukawa : Column 14 Line 

32 - 33, Column 5 Line 51 - 52 and Column 10 Line 46 - 51 : the decryption / encryption key is 
derived from the ID as a seed by using a symmetric encryption / decryption process); 

decrypting data stored in a memory unit with said key (Furukawa : Column 14 Line 32 - 

33 / Line 27 - 31 and Column 5 Line 53 - 55: (a) extracting / decrypting the identifier by using 
the encryption / decryption key (b) decrypting (decoding) the encrypted identifier which is 
considered as a portion of encrypted data by using the encryption / decryption key); and 
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comparing said decrypted data with stored data (Furukawa : Column 14 Line 35 - 37: 
comparing the decrypted identifier which is considered as a portion of data with the originally 
stored identifier). 

As per claim 9, Furukawa teaches generating a reference key from a reference identifier 
associated with a component (Furukawa : Column 5 Line 20 - 24 / Line 51 - 52 and Column 14 
Line 27 - 33: using a ID as a seed of an encryption / decryption key); encrypting said reference 
identifier with said reference key, and storing said encrypted reference identifier as said stored 
data (Furukawa : Column 5 Line 51 - 53: the identifier field is included for encryption and the 
encrypted identifier is stored for later extraction and validation with original identifier). 

As per claim 1 1 , Furukawa teaches permitting access or activation of said component if 
said decrypted data is identical to said encrypted reference identifier (Furukawa : Column 10 
Line 46 - 59 and Column 14 Line 35 - 37: determined by the checking of any illegal action). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention Is not Identically disclosed or described as set forth in section 102 
of this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the Invention was made to a person having ordinary skill in the art 
to which said subject matter pertains. Patentability shall not be negatived by the manner In which the Invention was 
made. 

9. Claims 1 and 3 - 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ikeda et al. (EP 1,197,826 A1), in view of Collins et al. (U.S. Patent 7,055,029). 
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As per claim 1, ll<eda teacties a method for protecting against manipulation of a motor 
vehicle controller, the motor vehicle controller comprising at least one microcomputer and at 
least one memory module at least one of the at least one memory module constituting a 
reversible read-only memory (Ikeda : Para [0078], Para [0069] and Para [0065]: (a) a reversible 
read-only memory, according to SPEC, is a ROM that stores encrypted data. Examiner notes a 
reversible read-only memory storing encrypted data is one of common features in the field and 
thus the motor vehicle controller having a reversible read-only memory, as recited in the claim, 
does not add any specific patentable value to the subject matter of claimed inventions - i.e., the 
feature of storing said encrypted data in the reversible read-only memory, as taught by Ikeda, 
does not prevent the motor vehicle controller from doing that and (b) a control of a motor vehicle 
with respect to a reversible read-only memory (i.e. a ROM: according to SPEC) and a 
microcomputer is merely indicating the purpose / usage instead of the structure limitation of 
invention subject matter in terms of how to do it ), said method comprising: 

encrypting data by an encryption process (Ikeda : Para [0068] Para [0062]: using 
unique encoding key); 

storing said encrypted data in the reversible read-only memory (Ikeda : Para [0069] and 
Para [0065]: the encrypted data is stored in ROM and a reversible read-only memory, according 
to SPEC, is a ROM that stores encrypted data); 

providing a comparison of said encrypted data with similar encrypted data in an internal 
memory of said microprocessor (Ikeda: Column 15 Line 9-13); 

wherein said encrypting step comprises using a key in the encryption process (Ikeda : 
Para [0062]); However , Ikeda does not disclose expressly said key comprises at least one part 
of at least one original identifier of at least one module, said module selected from the group 
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consisting of tlie at least one memory module and the at least one microcomputer of the control 
device, which identifier is specific to said at least one module. 

Collins teaches said key comprises at least one part of at least one original identifier of 
at least one module, said module selected from the group consisting of the at least one memory 
module and the at least one microcomputer of the control device, which identifier is specific to 
the module (Collins : Column 7 Line 12-18, Column 8 Line 21 - 24 and Column 10 Line 13 - 
17: different memory modules provide different unique seeds by manufacturers, as identifiers to 
generate DES encryption keys so that attacking the seeds requires attack on all multiple 
memory cards ). 

It would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to combine the teaching of Collins within the system of Ikeda because (a) Ikeda 
teaches providing a secured mechanism to assure the same key is stored and coincided on 
two different memory cards in order to startup the system (Ikeda : Para [0006] Line 36 - 38 
and Para [0028]), and (b) Collins teaches an effective security mechanism to coordinate 
multiple memory cards by generating an unique key from a set of unique seeds stored on 
each individual of multiple memory cards so that attacking the seeds requires attack on all 
multiple memory cards (Collins : Column 7 Line 12-18, Column 8 Line 21 - 24 and Column 
10 Line 13-17). 

As per claim 3, Ikeda as modified teaches the identifier constitutes the identifier of the at 
least one memory module (Collins : Column 7 Line 12-18, Column 8 Line 21 - 24 and Column 
10 Line 13-17: different memory modules provide different unique seeds by manufacturers, as 
identifiers to generate DES encryption keys so that attacking the seeds requires attack on all 
multiple memory cards). 
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As per claim 4, ll<eda as modified teacties ttie l<ey is stored in RAIVl of the 
microcomputer (Collins : Column 7 Line 38 - 39). 

As per claim 5, Ikeda as modified teaches reading out at least part of the at least one 
memory module of the control device to generate a key (Collins : Column 7 Line 12-18, 
Column 8 Line 21 - 24 and Column 10 Line 13 - 17) for encryption of data on a reversible read- 
only memory (Ikeda : Para [0069] and Para [0065]: the encrypted data is stored in ROM) from a 
read-protected OTP area of the microcomputer (Collins : Column 8 Line 21 - 24). 

As per claim 6, Ikeda as modified teaches re-generating a key for decryption of the data 
which have been stored encrypted in the reversible read-only memory, each time the control 
device is started (Collins : Column 10 Line 12-17). 

10. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ikeda et al. (EP 
1,197,826 A1), in view of Collins et al. (U.S. Patent 7,055,029), and in viewofYeung et al. (U.S. 
Patent 7,1 11,167). 

As per claim 2, Ikeda as modified does not disclose expressly the identifier constitutes 
the identifier of the microcomputer. 

Yeung teaches the identifier constitutes the identifier of the microcomputer (Yeung : 
Column 1 Line 35 -44). 

It would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to combine the teaching of Yeung within the system of Ikeda as modified because (a) 
Ikeda teaches providing a secured mechanism to store an unique encryption key beforehand in 
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unalterable ROM (Ikeda : Para [0062] Line 27 - 28 and Para [0065] Line 50 - 51), and (b) 
Yeung teaches an enhanced security mechanism by generating an encryption key unique to 
each CPU processor not depending upon the CPU serial number so that the users can not read 
out the key like a serial number (Yeung : Column 1 Line 35 - 44). 

1 1 . Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over Furukawa (U.S. 
Patent 6,526,171), in view of Naclerio (U.S. Patent 7,028,014). 

As per claim 10, Furukawa does not disclose expressly said storing step comprises 
inputting said stored data into an EEPROM. 

Naclerio teaches said storing step comprises inputting said stored data into an EEPROM 
(Naclerio : Column 3 Line 10 - 13). 

It would have been obvious to a person of ordinary skill in the art at the time the invention 
was made to combine the teaching of Collins within the system of Furukawa because (a) 
Furukawa teaches providing a secured mechanism to encrypt all or part of the data including 
the identifier of the image object stream for data protection (Furukawa : Column 5 Line 49 - 53) 
and (b) Naclerio teaches an effective way to protect a large part of data by encrypting and 
storing into a EEPROM so that the required battery power can be minimized and yet the large 
body of the data will be inaccessible in the event of tampering (Naclerio : Column Column 3 Line 
17-21 / Line 10 -13). 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to LONGBIT CHAI whose telephone number is (571)272-3788. The 
examiner can normally be reached on Monday-Friday 9:00am-5:00pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Longbit Chai/ 

Primary Examiner, Art Unit 2131 

Longbit Chai Ph.D. 
Patent Examiner 
Art Unit 2131 
2/25/2008 



